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Abstract. Thisreportcontinuesa discussiorbegunin the LCIS-98-17Breport. As
for the Ateniese-Tsudilschemeswe shav thatboththe ID-basedandself-certified
publickeys basedyroupsignatureschemeproposedy TsengandJan(1998/1999)
arenot coalition-resistanttwo colluding group memberscan produceuntraceable
groupsignatures.

Indexingterms Digital signaturesGroupsignatures

1 Intr oduction

Mostgroupsignaturescheme$l] arebasednthediscretdogarithmproblemand
are thereforenot corvenientto constructiD-basedschemeg9]. A first attempt
wasmadeby Park, Kim, andWon [8]. However, their schemavasbroken by Mao
andLim [6]: exploiting the prime order subgroupstructureof the scheme they
shaved that the anorymity of the signaturesvas not guaranteed Moreover, the
Park-Kim-Won schemesuffers from being ratherexpensie. The lengthof both
the group public-key andthe group signaturesare proportionalto the size of the
group; more precisely the identity of eachgroup membermustbe includedin
the group public key, andif the group consistsof k¥ membersa group signature
requiresk ordinaryElGamal-like signaturesFurthermoreghe schemds ‘static’ in
thesensehatif new groupmembersareaddedthe previously signedmessagesan
no longerbe verified with the updatedpublic-key. A muchbetterID-basedgroup
signatureschemewhich doesnot presentheselimitations wasrecentlyproposed
by Tsengand Jan[10]. Unfortunately we will shawv that this signatureis not
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coalition-resistant.As in the Ateniese-Tsudikschemeg3], two colluding group
membersareableto producevalid groupsignaturesvhich areuntraceabldy the
groupauthority In additionto their ID-basedscheme;TsengandJanproposeca
groupsignatureschemébasedntherelatednotionof self-certifiedpublic keys[2].
Thislatter, also,is subjectto coalitionattacks.

2 Tseng--nID-basedGroup Signature

In thissectionwe give ashortdescriptiorof the Tseng-Jamgroupsignaturescheme
and refer to the original paper[10] for more details. Next, we shav how two
colludingmembersareableto produceanuntraceabldyet valid) signature.

2.1 Description

The schemeis divided into 5 algorithms: setup , join , sign , verify  and
open. In thesetup algorithm,a trustedauthority andthe group authority se-
lectthe parametersf the schemethejoin  algorithmenablesa new userto join
thegroup;thesign algorithmis the signaturealgorithm;theverify  algorithm
allows to checkthe validity of a signature;andthe open algorithmenableshe
groupauthorityto ‘open’ a signatureto reveal the identity of the signerin caseof
disputes.

Tosetup thesystematrustedauthorityselectdwo largeprimesp; (= 3 mod
8) andps (= 7 mod 8) suchthat (p; — 1)/2 and (p, — 1)/2 are smooth,odd
andrelatively co-prime[7]. Let N = p;po. The trustedauthority also defines
e, d, v andt satisfyinged = 1 (mod ¢(N)) andvt = 1 (mod ¢(N)), se-
lects g of large orderin Z%;, and computesF’ = ¢ mod N. Moreover, the
group authority choosesa secretkey = and computesthe correspondingoublic
key y = F* mod N. Thepublic parameterare(N, e, g, F, y); the secretparam-
etersare (p1, p2, d, v, t,z). WhenauserU; (with identity information D;) wants
to join  the group, the trustedauthority computess; = etlog, I D; mod ¢(N)
whereID; = D; or 2D; accordingto (D;|N) = 1 or —1, andthe group au-
thority computesr; = I D;* mod N. Theusermembershigertificateis the pair
(si,x;). Tosign amessagé, userU; chooseswo randomnumbersr; andr,
andcomputesd = y" mod N, B = y™° mod N, C' = s;+r; h(M|A||B)+rye
andD = z; y">"MIAIB) mod N, whereh(-) is a publicly knawn hashfunction.
Then,toverify  that(A, B, C, D) isavalid groupsignaturefor messagé/, one
checksvhetherDe AMMIAIB) B = € BRMIAIB) (mod N). In caseof disputes,
the groupauthoritycanopen the signatureto recover who issuedit by checking
whichidentity I D; satisfiegherelationI D;*¢ = D¢B~"MIAIB) (mod N).

2.2 Coalition Attack

We now shav how to producea valid membershigcertificatewithout the help of
the groupauthority
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Letindexes1 and2 respectiely denotethe attributesof userl anduser2. If
the two userscollude,thenthey caneasilyevaluatey? mod N asfollows. Since
s; = etlog, ID; mod ¢(N), wehave g% = ID;** (mod N). Hencefrom z; =
ID;* mod N, it follows that

sit~\x
et’)

x;© = (ID;°)”

(9 (¢"")* =y (mod N) .

So,z; = (y¥%)* mod N, andsimilarly zo = (y?)*> mod N. Assumingw.l.0.g.
thatged(s1,s2) = 1, usersl and2 canusethe extendedEuclideanalgorithmto
find «, 0 € Z suchthatas; + 8so = 1. Consequentlythey canrecover

yd — yd(as1+ﬁ52) =x“ xQﬁ (mod N)

from z; andzs.

Oncey? mod N is known, a nev membershipcertificatecan be computed
as (s',2') with 2/ = (y%)* mod N for anarbitrary s’. Noting that z’¢ = ¢*'
(mod N), the signaturegproducedwith this certificatewill be valid. However
sincethis certificatedoesnot correspondo a known identity, the groupauthority
will notbeableto opentheresultingsignatures.

Remarkl. In additionto be vulnerableagainstcoalition attacks,the Tseng-Jan
ID-basedsignatureis univesally forgeable[5], thatis, everyoneis ableto forge
avalid groupsignaturefor anarbitrarymessagél/. Therearetwo attackson the
scheme.lIn the first attack,an adwersaryrandomlychooses” and D, computes
B = yY D~°mod N, andsetsA = B. Onecaneasilyseethat(4, B,C, D) isa
valid signaturefor ary messagé//.

The secondattackallows to chooseA # B. The adwersarychoosesD and
aninteger w. ThenshecomputesB = D~ mod N, A = By“ mod N, and
C = w-h(m||A||B) (over Z). Heretoo, oneeasilyverifiesthat (4, B,C, D) is a
valid sighatureon messagé/.

3 Tseng-Jhn Self-Certified Public-Keysbased
Group Signature

In this section,we shav that the previously describedattackstill appliesto the
secondschemeof TsengandJan[11]: two colludingmembersaneasilyderive a
new (andvalid) membershigertificate.

3.1 Description

We bggin with a brief review of the schemeandreferto [11] for a thoroughde-
scription. Thesetup goesasfollows: a trustedauthority selectsN = pq with
p = 2p'+1andq = 2¢'+1 wherep, q, p’ andq’ areall prime;healsoselects; of or-
derv = p'q’ ande, d € Z;; satisfyinged = 1 (mod v). Thegroupauthority(with
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identity information G D) choosesa secretkey z andcomputes: = ¢* mod N.
After receiiing z, the trustedauthoritycomputesy = (¢°)%/2~" mod N where
GID = f(GD) for a publicly known hashfunction f(-), andthe group secret
key s¢ = (¢°)~?mod N. He sendssq to the group authority The public pa-
rametersare (N, e, g, y); the secretparametersire (p, q,d, z, sg). To join the
group, a userU; (with identity information D;) choosesa secretkey s;, com-
putesz; = ¢% mod N, and sendsz; to the trustedauthority The trustedau-
thority thensendsbackp; = (g% )P+ ' ¢ mod N whereID; = f(D;). Fromp;,
the group authority computesr; = p;/P* s mod N. The membershigertifi-
cateof userU; is the pair (s;, ;). WhenU,; wantsto sign a message\/, she
chooses;, r, andrs at randomandcomputesd = r; s;, B = r,~¢4 mod N,
C = yCTPA mod N, D = s; h(M||A|B||C) + r3C (whereh(-) is a pub-
licly known hashfunction), and E = z; r"(MIAIBICID) ;mod N. To ver-
ify thevalidity of signature( A, B, C, D, E') onmessagé/, onecheckswhether
yGIDAD — (ped ph(M|ABIC|D) yGID AYMIAIBIC) € (mod N). In case
of disputesthe groupauthoritycanopen thesignatureby checkingwhich z; sat-
isfiestherelation(z;)¢4 B—"MIAIBICIP) = geA (mod N).

3.2 Coalition Attack

Asbefore Jetindexesl and2 respectiely denotetheattributesof userl anduser2.

If thetwo userscolludethenthey canrecorerthegroupsecrekey sg = ¢~*% mod

N. Weassumev.l.o.g.thatged(s; —1, s —1) = 1. So,by theextendedEuclidean
algorithm,thereexist o, 3 € Z suchthata(s; — 1) + B(s2 — 1) = 1. Moreover,

we have x; = pr"““" sq = g "sith = 5575+ (mod N). Hence from their
membershigertificateq sy, x1) and(s2, x2), usersl and2 canfind

sqg = sGa(Sl_l)"‘ﬁ(S?_l) =z ¢ xgﬁ (mod N) .

Consequentlythe secondTseng-Jardoesnot offer coalition-resistancegiven
sa, usersl and 2 canproducea new valid certificateof their choiceas (s', z')
wherez’ = s¢~%'*1 mod N for somearbitrarys’.

Remark2. We notethatthe previous schemepresentotherweaknessesk-or ex-
ample,thetuple (A, B = 1,C = 1,D = h(M|A||B||C), E = 1) (for arandom
numberA) is anuniversalsignatureon messagé// .

Remark3. Kim [4] alsonotesthat a single membercan producean untraceable
signature. From her membershigcertificate(s;, z;), the (malicious)memberU;
canderive a new certificate(s’,2') = (s;2,z;* mod N), wheres;? is com-
putedover Z. Onecanseethatthis latter certificateis valid sincez’ = z;%1! =
(8G78¢+1)S¢+1 = SG75’+1 (mod N)
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