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Abstract. This reportcontinuesa discussionbegunin theLCIS-98-17Breport.As
for theAteniese-Tsudikschemes,we show thatboththeID-basedandself-certified
publickeysbasedgroupsignatureschemesproposedby TsengandJan(1998/1999)
arenot coalition-resistant:two colluding groupmemberscanproduceuntraceable
groupsignatures.

Indexingterms: Digital signatures,Groupsignatures

1 Intr oduction

Mostgroupsignatureschemes[1] arebasedonthediscretelogarithmproblemand
are thereforenot convenient to constructID-basedschemes[9]. A first attempt
wasmadeby Park,Kim, andWon[8]. However, their schemewasbrokenby Mao
andLim [6]: exploiting the prime ordersubgroupstructureof the scheme,they
showed that the anonymity of the signatureswasnot guaranteed.Moreover, the
Park-Kim-Won schemesuffers from beingratherexpensive. The lengthof both
the grouppublic-key andthe groupsignaturesareproportionalto the sizeof the
group; more precisely, the identity of eachgroup membermust be includedin
the grouppublic key, and if the groupconsistsof

�
membersa groupsignature

requires
�

ordinaryElGamal-like signatures.Furthermoretheschemeis ‘static’ in
thesensethatif new groupmembersareadded,thepreviouslysignedmessagescan
no longerbeverifiedwith theupdatedpublic-key. A muchbetterID-basedgroup
signatureschemewhich doesnot presenttheselimitations wasrecentlyproposed
by Tsengand Jan [10]. Unfortunately, we will show that this signatureis not
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coalition-resistant.As in the Ateniese-Tsudikschemes[3], two colluding group
membersareableto producevalid groupsignatureswhich areuntraceableby the
groupauthority. In additionto their ID-basedscheme,TsengandJanproposeda
groupsignatureschemebasedontherelatednotionof self-certifiedpublickeys[2].
This latter, also,is subjectto coalitionattacks.

2 Tseng-Jan ID-basedGroup Signature

In thissection,wegiveashortdescriptionof theTseng-Jangroupsignaturescheme
and refer to the original paper[10] for more details. Next, we show how two
colludingmembersareableto produceanuntraceable(yet valid) signature.

2.1 Description

The schemeis divided into 5 algorithms: setup , join , sign , verify and
open . In the setup algorithm,a trustedauthorityand the groupauthorityse-
lect theparametersof thescheme;the join algorithmenablesa new userto join
thegroup;thesign algorithmis thesignaturealgorithm;theverify algorithm
allows to checkthe validity of a signature;and the open algorithmenablesthe
groupauthorityto ‘open’ a signatureto reveal theidentity of thesignerin caseof
disputes.

Tosetup thesystem,atrustedauthorityselectstwo largeprimes�����	��

��������
and �����	��������� ��� suchthat ��������� �	 �! and ���"�#��� �	 �! are smooth,odd

andrelatively co-prime[7]. Let $&%'������� . The trustedauthorityalsodefines( , ) , * and + satisfying ( )��,�-�	�����/.0�	$ �	� and *�+1�2���	���3�4.5�	$ �	� , se-
lects 6 of large order in

�7 , and computes8 %96":;�����<$ . Moreover, the
group authority choosesa secretkey = and computesthe correspondingpublic
key >?%@8BA#�����C$ . Thepublic parametersare �	$ED ( DF6GDH8�DF> � ; thesecretparam-
etersare �����IDF���JDH)"DF*�DF+HDF= � . Whena user KML (with identity information N
L ) wants
to join the group,the trustedauthoritycomputesOPLQ% ( +�R ��SUTWV"N
L0���3�X.5�	$ �
where V�N
L/%YN
L or

! N
L accordingto �	N
LHZ $ � %[� or ��� , and the group au-
thority computes= L %\V�N L A ���3�<$ . Theusermembershipcertificateis thepair
�	OILFDF=�L � . To sign a message] , user KML choosestwo randomnumberŝU� and ^_�
andcomputes̀a%b>UcHdW�����C$ , ef%g>hcPiHj������<$ , k�%-OILml�^n�3oG�	]qpI`<pIe � l�^r� (
and Ns%t=�L_> cPiHu�vxw/y{z5y{|~} �����<$ , where oG�	� � is a publicly known hashfunction.
Then,to verify that �	`�DHe#DHkBDHN � is avalid groupsignaturefor message] , one
checkswhetherNQj_`�u�v�w/y{z0y{|�}�e��g>h��e�u�v�w/y{z0y{|�}/�	�
�3�/$ � . In caseof disputes,
thegroupauthoritycanopen thesignatureto recover who issuedit by checking
which identity V"N L satisfiestherelation V"N L A j �-N�jre<�Uu�v�w/y{z0y{|�}/�	�
�3�/$ � .
2.2 Coalition Attack

We now show how to producea valid membershipcertificatewithout thehelpof
thegroupauthority.
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Let indexes � and
!

respectively denotetheattributesof user � anduser
!
. If

the two userscollude,thenthey caneasilyevaluate>h�������<$ asfollows. Since
OILW% ( +�R ��S T V"N
L0���3�<.0�	$ � , we have 6"�P�5��V"N
L jF� �	�����/$ � . Hence,from =3L�%
V"N
L A �
�3�<$ , it follows that

=3L j �-�	V�N
L j � A �-��6 ���	��� d � A �t��6 : A � �P� �g> �P� �	���3�4$ �/�

So, =W�#%���> � � �Hd������C$ , andsimilarly =��/%���> � � �Ii������C$ . Assumingw.l.o.g.
that S��H���	O � DHO � � %�� , users� and

!
canusethe extendedEuclideanalgorithmto

find �5DF��� suchthat ��O��0l��~OP�
%-� . Consequently, they canrecover

> � �b> � vx��� d	�U� � i } �g=0� � =�� � �	������$ �

from =W� and=G� .
Once >h�
�����C$ is known, a new membershipcertificatecan be computed

as �	OP {DF=G  � with =G C%¡��> � � �£¢¤�����C$ for an arbitrary OP  . Noting that =G  j �¥>U�£¢
�	�
�3�/$ � , the signaturesproducedwith this certificatewill be valid. However
sincethis certificatedoesnot correspondto a known identity, thegroupauthority
will notbeableto opentheresultingsignatures.

Remark1. In addition to be vulnerableagainstcoalition attacks,the Tseng-Jan
ID-basedsignatureis universally forgeable[5], that is, everyoneis ableto forge
a valid groupsignaturefor anarbitrarymessage] . Therearetwo attackson the
scheme.In the first attack,an adversaryrandomlychoosesk and N , computes
e\%a>U�¦N¦�Uj§�����C$ , andsets̀�%�e . Onecaneasilyseethat �	`�DHe#DHkBDHN � is a
valid signaturefor any message] .

The secondattackallows to choosè[¨%©e . The adversarychoosesN and
an integer ª . Then shecomputese�%«N �Uj �����C$ , `¬%­e®>h¯����3�X$ , and
k°%�ª#�Fo���±apI`<pIe � (over ). Heretoo, oneeasilyverifiesthat �	`²DHe#DHkBDHN � is a
valid signatureon message] .

3 Tseng-Jan Self-Certified Public-Keysbased
Group Signature

In this section,we show that the previously describedattackstill appliesto the
secondschemeof TsengandJan[11]: two colludingmemberscaneasilyderive a
new (andvalid) membershipcertificate.

3.1 Description

We begin with a brief review of the schemeandrefer to [11] for a thoroughde-
scription. The setup goesasfollows: a trustedauthorityselects$³%\�G´ with
�µ% ! �   l;� and ´�% ! ´   l;� where�GDH´�DF�   and́   areall prime;healsoselects6 of or-
der ¶C%g�" �´I  and ( DH)Q� �· satisfying ( )����-�	�����/¶ � . Thegroupauthority(with
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identity information ¸;N ) choosesa secretkey = andcomputes¹®%º6 A �����<$ .
After receiving ¹ , the trustedauthoritycomputes>1%»��6"A �½¼�¾m¿ � d �
�3�<$ where
¸;V�N2%ÁÀ��	¸�N � for a publicly known hashfunction À��	� � , and the groupsecret
key O ¼ %Â��6"A � � �
�
�3�C$ . He sendsO ¼ to the groupauthority. The public pa-
rametersare �	$µD ( DF6�DF> � ; the secretparametersare ���GDH´�DH)�DF=0DHO ¼ � . To join the
group, a user KML (with identity information N
L ) choosesa secretkey OIL , com-
putes ¹�LÃ%Á6"�P�M�����C$ , and sends¹PL to the trustedauthority. The trustedau-
thority thensendsback � L %\��6"��� � ¾m¿ � � d � ���3�X$ where V�N L %\À��	N L � . From � L ,
the groupauthoritycomputes=3L;%\�"L ¾m¿ � A�O ¼ �
�3�C$ . The membershipcertifi-
cateof user KML is the pair �	OPLFDF=�L � . When K�L wantsto sign a message] , she
chooseŝn� , ^_� and ^_Ä at randomandcomputes̀�%\^n��OPL , eÂ%\^_� �UjFz �����<$ ,
k9%¬> ¼�¾m¿ z�c�Å������<$ , N %9OIL"oG�	]qpI`<pIe/pIk � lt^_ÄWk (where o��	� � is a pub-
licly known hashfunction), and Æ %�= L ^ � u"v�w/y{z0y{|�y{��y ¿ }M�
�3�C$ . To ver-
ify thevalidity of signature�	`²DHe#DHkBDHNµDHÆ � onmessage] , onecheckswhether
> ¼�¾m¿ z ¿ �«�	Æ§jFzµe�u"v�w/y{z0y{|�y{��y ¿ }H> ¼�¾m¿ z � u�v�w/y{z0y{|�y{��}"k§�Á�	�����/$ � . In case
of disputes,thegroupauthoritycanopen thesignatureby checkingwhich =3L sat-
isfiestherelation ��=3L � jFzEe<�Uu�vxw/y{z5y{|~y{��y ¿ }¤�-Æ²j�z¬�	�����/$ � .
3.2 Coalition Attack

As before,let indexes � and
!

respectively denotetheattributesof user� anduser
!
.

If thetwo userscolludethenthey canrecover thegroupsecretkey O ¼ %g6 � AH�
�����
$ . Weassumew.l.o.g. that S��H�Ç�	O��J�¦��DHOP���¦� � %-� . So,by theextendedEuclidean
algorithm,thereexist �5DF�t� suchthat ���	O����a� � lÈ�~�	OP�²�a� � %@� . Moreover,
we have =�L~%É� ¾m¿ � AL O ¼ �a6�� AH� vÊ�U��� � � }W��O ¼ �U�P� � � �	���3�4$ � . Hence,from their
membershipcertificates�	O � DF= � � and �	O � DF= � � , users1 and2 canfind

O ¼ ��O ¼ �Çv�� d � � } �U� v�� i � � } �b=0� �U� = � �� �	���3�4$ �/�

Consequently, thesecondTseng-Jandoesnot offer coalition-resistance: given
O ¼ , users1 and2 can producea new valid certificateof their choiceas �	O   DF=   �
where=� �%�O ¼ �U�£¢ � � �����C$ for somearbitrary O�  .
Remark2. We notethat theprevious schemepresentsotherweaknesses.For ex-
ample,the tuple �	`²DHe�%\��DHkq%º��DHNË%°o��	]ÌpI`<pIe�pIk � DHÆ�%º� � (for a random
number̀ ) is anuniversalsignatureonmessage] .

Remark3. Kim [4] alsonotesthat a singlemembercanproducean untraceable
signature. From her membershipcertificate �	OPLFDF=�L � , the (malicious)memberKML
can derive a new certificate �	O   DF=   � %[�	OIL � DF=3L �P� � � �����<$ � , where OIL � is com-
putedover . Onecanseethat this lattercertificateis valid since=� ��Í=�L���� � � �
�	O ¼ �U��� � � � �P� � � �-O ¼ �U� ¢ � � �	������$ � .
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