TAMKANG UNIVERSITY

Departmenbf ElectricalEngineering
Laboratoryof CryptographyandinformationSecurity

1S5S

TechnicalReport
TR-98-17B

On the Difficulty of Coalition-Resistance
in Group Signature Schemes (I)

Marc Joye

November4, 1998




OntheDifficulty of Coalition-Resistance
in GroupSignatureSchemegl)

Marc Joye*

November4, 1998

Deptof ElectricalEngineeringTamkangUniversity
Tamsui,TaipeiHsien, Taiwan25137,R.0.C.
Email: joye@ug.ee.tku.edu.tw

Abstract. Very recently Atenieseand Tsudik suggestedwo nice and practical
groupsignatureschemesllowing member®f agroupto signon behalfof thegroup
in sucha way thatthe signers identity canbe recoveredby the groupmanagein
caseof aluse. Their first schemedoesnot addressostile coalition of groupmem-
berswhile the secondoneis supposedo be coalition-resistantThis reportshovs
thatthis additionalpropertyis not satisfied:two colludinggroupmemberscanpro-
duceuntraceablgroupsignatures.

Indexingterms Digital signaturesGroupsignatures

1 Group Signatures

Groupsignaturesintroducedoy Chaumandvan Heijst [4], aredigital signatures
allowing memberf agroupto signon behalfthegroupsothat

e only groupmembersansignmessages;

e therecever of the signaturecanverify whetherthe signatures valid for the
group,but cannotdeterminevhichmembeiof thegroupmadethesignature;

¢ in the caseof dispute,the signaturecanbe openedo reveal the identity of
thesigner

Sucha signatureschemecanfor examplebe usedin invitationsto submitten-
ders[5]. All companiesubmittinga tenderthenform a groupandeachcompary
signsits tenderanorymouslyusingthe groupsignature.Laterwhenthe preferred
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tenderhasbeenselectedthe signercanbedetectedvhereaghesignersof all other
tendersemainanorymous. Anotherapplicationis the constructionof electronic
cashsystemin which several bankscan securelydistribute anorymousand un-
traceablee-cash. The group propertypresentghenthe further advantageto also
conceatheidentity of theissuingbank[6].

Two very nicerealizationf groupsignatureschemesvererecentlyproposed
by Atenieseand Tsudik [1, 2]. Their schemegresentthe advantagesof being
very efficient; in particular the size of the group public key andthe lengthof a
groupsignaturedo not dependon the groupsize. However, two groupmembers
canpool their secretsogethersothatthe resultinggroupsignatures untraceable
(albeitvalid) by the groupmanager This meanghatthesesignatureschemesre
restrictedo somespecializedhpplicationsuchaselectronidotteries.

2 Coalition Attack

In this section,we briefly review the secondgroupsignatureschemeof Ateniese
and Tsudik. We refer to the original paper[2] for a more completedescription.
Theschemas dividedinto 5 algorithms:setup , join ,sign andverify and
open. We will mainly be concernedvith the join  algorithmwhich enablesa
new userto join thegroupandshav how to produceavalid membershigertificate
withoutthe help of thegroupmanager

It is usefulto introducesomenotations. The Schnorrproof of knowvledge[7]
the(secretiiscretdogarithmy (with respecto baseb) is thesquareof the(secret)
discretdogarithmz (with respecto basez) will bedenotedasSKSQ(m, a®,bY, a,
b). Moreover, unlessotherwisespecifiedall the computationsaresupposedo be
donein thering Z,,, wheren is asafeRSA modulus.

2.1 Ateniese-Tsudik signature schemel |

Notations. The public parametersren, v (prime),a, b, Y1 = a7 %, Yy = b792
andZ = o7, thesecrefparameterarey, yo, z andthefactorsof n.

In the secondscheme[2], the join proceduregoesas follows. The user
chooses secreexponent/; andsendsz' to thegroupmanagerThegroupman-
agerthensendsarandomnumber?s to theuser The usercomputese = #14> and
sends(a®, SKSQ(“join” , a®,b%", a, b)) anda proofthat0 < z < v. Thegroup
managethenverifiesthe proof of knowledgeof =, that (a1 ) = a® andtheproof
that0 < z < v. After theseverificationsthegroupmanagesendshemembership
certificate(A = a(#+¥)v™" B = pla+u2)oty,

2.2 Colluding group members

Letindexes1 and2 respectiely denotaheattributesof userl anduser2. If thetwo
userscollude thenthey caneasilyevaluatea”_1 anda¥**~" asfollows. FromA4; =
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a($1+y1)’u—1 andA2 — G(I2+y1)v_1’ thQ/ ComputeM — 141/142 — a(zl—mz)v—l-

Moreover, sincew is prime, it follows thatged(z1 — z2,v) = 1 andhenceby the
extendedEuclid algorithm,they know a, 8 € Z suchthata(z; — z3) + v = 1.
Thereforethey know

-1

o’ = av_l(a(ﬂ*w?)*ﬁ”) = M%P . (1)

Next, from A; (or A,), they compute

g =M A )

q®1v? (av—l)zl

whereq?™" is givenby Eq.(1).

Also, noting that ged(z? — z3,v) = 1, they againusethe extendedEuclid
algorithmto computen, ¢ € Z suchthatn(z? — 22) + év = 1. Sofrom B; =
bEi+y2)v™" gnd By = b@3+92)v"" they compute

B = (By/By)" b 3)

and B
vt = 2L 4
(b™")t “

Oncea’ ', a¥'¥ ", b*" ' andb¥2’" " areknown, a new membershigertificate
canbecomputedas(4, B) = ((a? ' )%a¥? ', (b* )*'b¥2v ') for somearbitrary
O0<z<w.

3 Conclusions

Thisreportshavsthatthesecondyroupsignaturgproposedy AtenieseandTsudik
doesnot presentherequiredpropertyi.e., coalition-resistare
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