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Abstract. Very recently, Atenieseand Tsudik suggestedtwo nice and practical
groupsignatureschemesallowing membersof agroupto signonbehalfof thegroup
in sucha way that the signer’s identity canbe recoveredby the groupmanagerin
caseof abuse.Their first schemedoesnot addresshostilecoalitionof groupmem-
berswhile thesecondoneis supposedto becoalition-resistant.This reportshows
thatthis additionalpropertyis not satisfied:two colludinggroupmemberscanpro-
duceuntraceablegroupsignatures.

Indexingterms: Digital signatures,Groupsignatures

1 Group Signatures

Groupsignatures,introducedby ChaumandvanHeijst [4], aredigital signatures
allowing membersof agroupto signonbehalfthegroupsothat

� only groupmemberscansignmessages;

� thereceiver of thesignaturecanverify whetherthesignatureis valid for the
group,but cannotdeterminewhichmemberof thegroupmadethesignature;

� in thecaseof dispute,thesignaturecanbeopenedto reveal the identity of
thesigner.

Sucha signatureschemecanfor examplebeusedin invitationsto submitten-
ders[5]. All companiessubmittinga tenderthenform a groupandeachcompany
signsits tenderanonymouslyusingthegroupsignature.Laterwhenthepreferred
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tenderhasbeenselected,thesignercanbedetectedwhereasthesignersof all other
tendersremainanonymous. Anotherapplicationis the constructionof electronic
cashsystemin which several bankscan securelydistribute anonymousand un-
traceablee-cash.The grouppropertypresentsthenthe further advantageto also
concealtheidentityof theissuingbank[6].

Two verynicerealizationsof groupsignatureschemeswererecentlyproposed
by Atenieseand Tsudik [1, 2]. Their schemespresentthe advantagesof being
very efficient; in particular, the sizeof the grouppublic key andthe lengthof a
groupsignaturedo not dependon the groupsize. However, two groupmembers
canpool their secretstogethersothat theresultinggroupsignatureis untraceable
(albeitvalid) by thegroupmanager. This meansthat thesesignatureschemesare
restrictedto somespecializedapplicationssuchaselectroniclotteries.

2 Coalition Attack

In this section,we briefly review thesecondgroupsignatureschemeof Ateniese
andTsudik. We refer to the original paper[2] for a morecompletedescription.
Theschemeis dividedinto 5 algorithms:setup , join , sign andverify and
open . We will mainly be concernedwith the join algorithmwhich enablesa
new userto join thegroupandshow how to produceavalid membershipcertificate
without thehelpof thegroupmanager.

It is usefulto introducesomenotations.TheSchnorrproof of knowledge[7]
the(secret)discretelogarithm� (with respectto base� ) is thesquareof the(secret)
discretelogarithm� (with respectto base� ) will bedenotedas �
	��
�����������
�����������
��� . Moreover, unlessotherwisespecified,all thecomputationsaresupposedto be
donein thering ��� , where is asafeRSAmodulus.

2.1 Ateniese-Tsudik signature scheme II

Notations.The public parametersare  , ! (prime), � , � , "$#�%&�(' �*) , ",+-%.�/' ��0
and 12%2�43 ; thesecretparametersare �
# , �5+ , 6 andthefactorsof  .

In the secondscheme[2], the join proceduregoesas follows. The user
choosesasecretexponent78# andsends�59 ) to thegroupmanager. Thegroupman-
agerthensendsa randomnumber7 + to theuser. Theusercomputes�:%;7 # 7 + and
sends�<� � ���=	>�
��� “join” ��� � ��� � 0 ���������?� anda proof that @BA&�CA&! . The group
managerthenverifiestheproofof knowledgeof � , that �D� 9 )�� 9 0E%2�F� andtheproof
that @�AG�HAI! . After theseverifications,thegroupmanagersendsthemembership
certificate�DJK%K�
LM�ON,�*)QPSR�T ) ��UV%;�/LM� 0 N,��0?PWR�T ) � .

2.2 Colluding group members

Let indexes X and Y respectively denotetheattributesof userX anduserY . If thetwo
userscollude,thenthey caneasilyevaluate� R T ) and � � ) R T ) asfollows. From JZ#[%
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�(L\�])^N,�*)_PSR T ) and J + %`�(L\�O0?N,�*)_PWR T ) , they computea %`J #�b J + %`�
LM�]) ' �O0cPSR T ) .
Moreover, since ! is prime,it follows that d5e�fg���h#jik��+8�?!=�l%&X andhenceby the
extendedEuclid algorithm,they know mj�?npoq� suchthat m[���$#[ik��+/�grsn$!t%uX .
Therefore,they know

� R T ) %K� R T ) LMv4LM� )�' � 0 PwN,x8R�P %2a v � xzy (1)

Next, from JZ# (or J{+ ), they compute

� �*)QR T ) % J|#
� �])<R T ) %

JZ#
�D� R T ) � �]) (2)

where� R T ) is givenby Eq.(1).
Also, noting that d5e�f}��� + # i2� ++ �?!
�t%~X , they againusethe extendedEuclid

algorithmto compute�,�?��o2� suchthat ����� + # iG� ++ ��r��]!q%�X . So from U>#�%
�OLM� 0 ) N,��0cPSR�T ) and U�+�%K�OL\� 00 N,��0�PWR�T ) , they compute

� R T ) %V�DU># b U{+O�^����� (3)

and

� ��0_R T ) % UZ#
�<� R T ) � � 0 )

y (4)

Once � R T ) , � � ) R T ) , � R T ) and � � 0 R T ) areknown, a new membershipcertificate
canbecomputedas �DJ>��U���%��?�D�FR T ) �^�5�F�*)<R T ) �O�<��R T ) �^� 0 ����0^R T ) � for somearbitrary
@�AI��AI! .

3 Conclusions

ThisreportshowsthatthesecondgroupsignatureproposedbyAtenieseandTsudik
doesnotpresenttherequiredproperty, i.e.,coalition-resistance.

Acknowledgments

Theauthoris gratefulto GiuseppeAteniesefor somepertinentremarkson a pre-
liminary versionof thisreport.Thanksalsogoto MarkusMichelsfor showing that
the (primary)fix suggestedin an earlierversionwasnot enoughto resistagainst
coalitionattacks.

References

[1] GiuseppeAtenieseandGeneTsudik,Groupsignaturesà la carte, To appearin Proc.of theTenth
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