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ABSTRACT

In this paper, we utilize nondominated write-read coteries (ND wr-coteries) to implement a secret sharing scheme. A secret sharing scheme must satisfy (1) the reconstruction property and (2) the perfect property. We will prove that the access structure derived from an ND wr-coterie satisfies the above-mentioned properties of the secret sharing scheme. 

KEY WORDS:  access structures, nondominated write-read coteries, secret sharing, quorum systems 

1. Introduction

Secret sharing schemes deal with the problem of how to securely share a secret among a group of participants. In a secret sharing scheme, a secret is divided into pieces, each of which is called a share and is held by a participant. A secret sharing scheme must satisfy (1) the reconstruction property and (2) the perfect property. The reconstruction property [15] means that qualified subsets of participants can collaborate with their shares to recover the secret, while the perfect property [18] means that unqualified subsets of participants cannot obtain any information of the secret from their shares.

In [3, 17], the t out of n threshold scheme is proposed to realize secret sharing. In such scheme, shares from any t or more of the n participants can recover the secret but shares from t(1 or less of participants cannot reveal any information of the secret. In [2, 7], the access structure secret sharing scheme is proposed. An access structure is a collection of qualified sets. Shares from a qualified set of participants can recover the secret; however, shares not from a qualified subset of participants should reveal no information of the secret. Secret sharing scheme has many applications, such as access control [15], secure multiparty computation [4], visual cryptography [14] and network auction [13], and so on.

Quorum systems are utilized to implement secret sharing scheme in [4] and [15]. A quorum system is a collection of sets of participants, where each two sets have nonempty intersection [8]. Quorum systems are usually used to achieve fault-tolerant distributed mutual exclusion [1, 8, 10, 12, 16] and replica control [5, 8-12], etc. Paper [4] has proposed a general quorum secret sharing scheme. This scheme can utilize any quorum system to achieve secret sharing. Papers [4] and [15] have also proposed secret sharing schemes via specific quorum systems, such as tree quorum systems [1], hierarchical tree quorum systems [11], finite projective plane quorum systems [12] and crumbling wall quorum systems [16]. These secret sharing schemes via specific quorum systems usually have lower information rate [13], which is defined as the ratio of the length of the secret to the maximum length of shares.

In this paper, we utilize nondominated (ND) write-read coteries (wr-coteries) to implement a secret sharing scheme. A wr-coterie is a pair of the set of write quorums and the set of read quorums, where a write quorum intersects any write quorum and any read quorum. We can see that the write-read quorum concept is more general than the quorum concept, and all the ND wr-coteries derived from [5, 9-12] can be utilized to realize secret sharing. 

The rest of this paper is organized as follows. In Section 2, we elaborate the preliminaries of secret sharing and wr-coteries. We propose a wr-coterie secret sharing scheme (WRC-SSS) and prove its correctness in Section 3. Finally, we give some concluding remarks in Section 4.

2. Prelimanaries

Let U={u1,...,un} is the universal set of all participants u1,...,un. Below, we present the definitions of quorum systems, write-read coteries (wr-coteries), nondominated (ND) wr-coteries, access structures, wr-

coterie access structures and secret sharing schemes.

Definition 1.  Quorum systems
A quorum system is a collection Q of subsets of U. A quorum system should satisfy the Intersection Property: (X, (Y: X,Y(Q: X(Y((;

Definition 2.  Write-Read coteries (wr-coteries)

A write-read coterie (wr-coterie) is a pair (W, R), where W and R are collection of subsets of U. A wr-coterie should satisfy the following properties:

(P1)Write-Write Intersection Property: (X,(Y: X,Y(W: X(Y((;

(P2)Write-Read Intersection Property: (X,(Y: X(W, Y(R: X(Y((;

(P3)Write Quorum Minimality Property: (X,(Y: X,Y(W, X(Y: X(Y;

(P4)Read Quorum Minimality Property: (X,(Y: X,Y(R, X(Y: X(Y.

For example, let W={{u1,u2,u3}, {u1,u2,u4}, {u3,u4}} and R={{u1,u3}, {u1,u4}, {u2,u3}, {u2,u4}, {u3,u4}}. Then, (W, R) is a wr-coterie since it satisfies properties (P1), (P2), (P3) and (P4). 

Definition 3.  Domination of wr-coteries
Let C1=(W1, R1) and C2= (W2, R2) be two wr-coteries. We say C2 dominates C1 if and only if

(1) C1( C2, i.e., W1(W2, and/or R1(R2.

(2) (X: X(W1:[(Y:Y(W2:Y(X].

(3) (X: X(R1: [(Y:Y(R2:Y(X].

Definition 4.  Nondomination of wr-coteries
A wr-coterie is nondominated (ND) if and only if no other wr-coterie can dominate it.

For example, let W1={{u1,u2,u3}, {u1,u2,u4}, {u1,u3,u4}, {u2,u3,u4}}, R1={{u1,u3}, {u1,u4}, {u2,u3}, {u2,u4}}, W2={{u1,u2,u3}, {u1,u2,u4}, {u3,u4}}, and R2={{u1,u3}, {u1,u4}, {u2,u3}, {u2,u4}, {u3,u4}}. Then, (W1,R1) and (W2,R2) are wr-coteries and (W2,R2) dominates (W1,R1).

In paper [6], any subset of U is represented by an n‑tuple vector T, T=(t1,...,tn) ( {0,1}n where ti is 1(resp., 0) if ui is in (resp., not in) the subset. Let C  be a collection of subsets of U. Then, a boolean function fC : {0,1}n ({0,1} associated with C  is defined as fC(T) ( 

. Note that we follow the convention in [6] and use ui (which is an element of U) as the ith component of vector T. The function fC so defined has the property: fC(T)=1 if vector T represents a super set of some quorum in C; otherwise fC(T)=0. The dual 

 of a boolean function f is defined as 

=f '(T' ), where T' and f ' are complements of T and f, respectively. For example, under U={u1, u2, u3}, the set {u1, u2} is represented as (1,1,0); and {u2, u3}, as (0,1,1). Let C={{u1, u2}, {u2, u3}, {u1, u3}}, then fC(T) = (u1u2 ( u2u3 ( u1u3). 

(T)= f '(T' )=(u1' u2' ( u2' u3' ( u1' u3' )' = (u1' u2')' (u2' u3')' (u1' u3')' =(u1 ( u2) (u2 ( u3) (u1 ( u3) = (u1u2 ( u2u3 ( u1u3). 

The association of a boolean function with a collection of sets provides a facile way for checking some properties of the collection. We will apply the concept in [6] in Section 3.

Definition 5.  Access structures

An access structure A is the collection of subsets of U, which satisfying the monotone increasing property: if X(A and Y(X, then we have Y(A.

Definition 6.  wr-coterie access structures

Let C = (W,R) be a wr-coterie. The access structure associated with C, which is denoted with ((C), is defined as the collection of all supersets of write quorums and all supersets of read quorums. That is,

((C)= {Z( Z(X, X(W }({Z( Z(Y, Y(R }.

Definition 7.  Secret sharing schemes

Let S be the finite set of all possible secrets. A secret sharing scheme is a mapping (:S(E(S1(((((Sn, where E is a set of random strings for encoding the secret, and Si is a set of shares distributed to participant ui, ui(U, 1(i(n. We say that ( realizes access structure ( if it satisfies the following two properties:

(S1) Reconstruction Property:

Let Z((. Without lost of generality, we assume Z={

,…,

}, where ((i)=k, 1(i((Z( and 1(k(n, and ((i)(((j), i(j. Associated with every set Z, there is a function F(:

(((((

(S, such that for every pair (s,()(S(E, if ( (s,()={s1,…,sn} then F((

,(((,

)=s.

(S2) Perfect Property:

Let Z(( and a and b be two secrets, a(S and b(S. For every possible collection of shares {si(ui(Z}, we have

prob(a({si(ui(Z})=prob(b({si(ui(Z}).

That is, from the set of shares {si(ui(Z}, the probability of deriving secret a and the probability of deriving secret b is equal. Thus, no information of the secret is revealed.
3. Solution and Correctness
Below, we propose a secret sharing scheme called WRC-SSS(Write-Read Coterie Secret Sharing Scheme). The correctness of this scheme realizing write-read coterie access structure ( is also put in this section. 

Consider a wr-coterie C=(W,R), where W={W1,…,Wp} and R = {R1,…,Rq}. Let v be the secret. We can split v into v1,.., vp, such that v=

. We call each of v1,…, vp the partition of v. Each vj, 1(j(p, is associated with a write quorum Wj. The shares si(v) of secret v, which is distributed to participant ui, is defined as the set of all partitions associated with write quorums that contain ui. More precisely, si(v)﹟{vj|ui

Wj, 1(i(n, 1(j(p }.

Below, we prove that WRC-SSS realizing wr-coterie access structure ((C), where C=(W,R) is a wr-coterie, W={W1,…,Wp} and R = {R1,…,Rq}. We first show two theorems from paper [6]. The following Theorem 1 and Theorem 2 are Theorem 2.3 and Theorem 2.4 in [6], respectively.

Theorem 1. Let W and R be families of non-empty subsets of U satisfying the minimality properties (P3) and (P4). Then, the pair (W, R) is a wr-coterie if and only if (1) 

(

 and (2) 

(

.

Theorem 2. Let W and R be as defined in Theorem 1. Then, the pair (W, R) is an ND wr-coterie if and only if (1) 

(

 and (2) 

=

.

By Theorem 1 and Theorem 2, we can easily derive the following corollary that can be used to verify the nondominance of wr-coteries.

Corollary 1. Let (W, R) be a wr-coterie. It is nondominated if and only if 

=

. 

Proof:

This is a direct consequence of Theorem 1 and Theorem 2.                                                                    �

For example, let W={{u1,u2,u3}}, and R={{u1}, {u2}, {u3}}. Then, fW(T) = (u1u2u3) and fR(T) = (u1 ( u2 ( u3). We have fRd(T) = fR '(T' )=(u1' ( u2' ( u3' )' = (u1')' (u2')' (u3')' =(u1u2u3). We can see that fW(T)= fRd(T) = (u1u2u3). So, (W, R) is an ND wr-coterie. Actually, Corollary 1 states the following fact: Let (W, R) be an ND wr-coterie. If a set Z belongs to W, then 

(complement of Z) does not belongs to R. We have the following Corollary 2.

Corollary 2. Let (W, R) be an ND wr-coterie and Z be a subset of U. Then, Z(W if and only if 

(R. Or equivalently, Z(W if and only if 

(R.

Proof:

This is a direct consequence of Corollary 1.        
�

Now, we develop a new theorem about wr-coterie access structures. 

Theorem 3. Let C =(W,R) be an ND wr-coterie then we have (X: X(W:[(Y:Y(R:Y(X].

Proof:

Suppose (X: X(W:[ (Y:Y(R:Y(X]. Then we can form a new wr-coterie (W,R1), where R1=R({X} by the definition of wr-coteries. We can see that (W, R1) dominates (W,R), which contradicts with the fact that (W,R) is ND. So, the supposition (X: X(W:[ (Y: Y(R:Y(X] is false. This means (X: X(W:[(Y:Y(R:Y(X].



    �

Let C=(W, R) be an ND wr-coterie. Theorem 3 states the fact that any read quorum should be a subset of a write quorum of C. So, we have the following corollary. 

Corollary 3. Let C=(W, R) be an ND wr-coterie. Then the wr-coterie access structure ((C)= {Z( Z(X, X(W} ({Z( Z(Y, Y(R}={Z( Z(Y, Y(R}.

Proof: 

This is a direct consequence of Theorem 3.             �

We can now prove that WRC-SSS realizing wr-coterie access structure.

Theorem 4. Let C = (W, R) be an ND wr-coterie. Then, WRC-SSS is a secret sharing scheme realizing ((C), where ((C)= {Z( Z(X, X(W}({Z( Z(X, X(R}.

Proof：
(1) Reconstruction Property:

Let Z(((C). According to the Write-Write Intersection Property (X,(Y: X,Y(W: X(Y((,  and the Write-Read Intersection Property: (X,(Y: X(W, Y(R: X(Y((, we have (X: X(W :X(Z((. That is, Z intersects with every write quorum. So, the participants in Z can collect all partitions v1,…,vp  of v and reconstruct the secret v by v=

.

(2) Prefect Property:

Let Z(((C). Without loss of generality, we assume Z={

,…, 

}, where ((i)=k, 1(i((Z( and 1(k(n, ((i)(((j), i(j. Since Z( ((C), we have Z(R by Corollary 3. Then, we have 

(W by Corollary 2. That is, there exists a write quorum Wj, Wj(W , Wj(

. Only the members of Wj own the partition vj. So, no participant in Z obtains vj.

Let a and b be two different secrets. And let ( (s, (a)={

,…, 

} be a secret encoding such that and F((

,…, 

)=a. We can form another secret encoding ( (s, (b )={

,…, 

} such that F((

,…, 

)=b. The secret encoding {

,…, 

} can be derived from {

,…, 

} by substituting the partition vj with vj+(a(b). Since the substitution of vj only affect the participants in Wj and Wj(

, the projection of {

,…, 

} and {

,…, 

} on participants of Z are identical. So, we have prob(a({si(v)(ui(Q}) = prob(b({si(v)(ui(Q}). That means that all the participants in Z can not obtain any information of secret v.                                                                   �
4. Conclusion

In this paper, we utilize nondominated wr-coteries to implement a secret sharing scheme, which is called WRC-SSS (Write-Read Coterie Secret Sharing Scheme). We have proved that WRC-SSS satisfies (1) the reconstruction property and (2) the perfect property. Since wr-coteries are more general than quorum systems, WRC-SSS is more general than quorum system secret sharing schemes. By our scheme, all the ND wr-coteries derived in [5, 9-12] can be used to achieve secret sharing.   

We have also planned to develop methods to realize secret sharing by using specific ND wr-coteries in the future. The column wr-coteries [9] and the grid wr-coteries [10] are two specific candidates to realize secret sharing. The schemes using the specific ND wr-coteries are expected to have better properties, such as lower information rate, and so on. 
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