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Abstract Radio Frequency Identification (RFID) is a
relatively new technology. In recent years, it has been
shown to be convenient and feasible in many applica-
tions. However, there are security issues which need to
be addressed. Due to the wireless transmission of the
RFID system, malicious people can gain the informa-
tion in the RFID tags, and the user’s privacy is invaded.
Although there have been many protection methods
proposed for RFID security, the system has remained
vulnerable to various attacks. In this paper, we propose
a conforming of the EPCglobal Class 1 Generation 2
standards RFID ownership transfer protocol with prov-
able security. The proposed scheme can resist several
attacks and ensure a secure transaction.
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1 Introduction
1.1 Background

Radio Frequency Identification is becoming increas-
ingly popular for use in various applications. An RFID
system consists of antennae, hosts, readers, and tags
[17]. An RFID tag is a small chip attached to an object
and is used in conjunction with an RFID reader. RFID
readers can be PDAs, mobile phones, or any type of
device capable of querying the object identity stored in
a RFID tag. RFID readers also can retrieve detailed in-
formation about the object stored in a backend server
database.

When a reader sends a request message to a tag,
the tag responds via radio frequency signals. At their
most basic, passive tags simply transmit a static serial
number in response to a reader’s query. This renders
RFIDs susceptible to various latent attacks (denial of
service attack, man-in-the-middle attack, replay attack,
forged-server and forged-tag attacks etc.) [10].

(1) Privacy: If the Electronic Product Code (EPC)
in the tag is not encrypted, the attacker can obtain the
message from the user’s RFID tag. Anyone could use
a reader to obtain the EPC in the tag and query the
database for the related information and the privacy of
the tag owner would be violated.

(2) Tracking: For a tag, the same message is always
given to a reader. If an attacker intercepts a message
from the user’s RFID tag, the attacker can track the tag
and forward the message after copying the message.

Recently, an RFID Class 1 Generation 2 (C1G2)
standard has been issued by EPCglobal [11]. It defines
RFID standards as follows:

(1) The RFID tag is passive, and it is triggered by read-
ers.
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(2) The RFID tag communicates on the UHF band
(800-960 MHz) and its communication range is from
2 m to 10 m.
(3) The RFID tag only supports on-chip 16-bit Pseudo-
Random Number Generators (PRNG), and a 16-bit
Cyclic Redundancy Code (CRC) checksum is used to
detect errors in transmission.
(4) The RFID’s privacy protection mechanism must
make the tag permanently unusable once it receives the
kill command with a valid 32-bit kill PIN (e.g., tags can
be killed at the point-of-sale).
(5) Read/write to RFID tag memory is allowed only
once it is in secure mode (i.e., after receiving an access
command with a valid 32-bit access PIN).
RFID tags can only be considered as storage media, not
as smart tags. Thus, access to computing resources is
limited. There are about 500-5000 logic gates in current
RFID tags. Thus, similar encryption and hash function
mechanisms [1,2,7] are infeasible for EPCglobal C1G2
RFID tags. None of these protocols conforms to EPC-
global C1G2 RFID standards.

To overcome security threats, Juels [1], Duc et al.
[8], and Karthikeyan and Nesterenko [16] proposed new

schemes for GEN-2 RFID-conformed tags. In their schemes,

only lightweight operations (PRNG and CRC) supported
on a GEN-2 RFID tag were used; their schemes could
be implemented on the resource-limited GEN-2 RFID
tags, thus replacing the use of hash functions, public
key cryptography, and conventional encryptions.

In addition, the literature reviews [7,18] have ad-
dressed RFID tag-related sources. However, the numer-
ous of previously proposed schemes [8,12,13,15,16] could
be implemented on EPCglobal C1G2 RFID tags. In
2009, Pedro et al. [15] proposed a cryptanalysis of a
novel authentication protocol conforming to EPCglobal
C1G2 RFID standards. Pedro et al. proved that Chien
et al.’s method [12] suffered from both forged-tag and
forged-server attacks.

Other methods [13,14,19] have proposed ownership

transfer, but these still utilized the encryption/decryption

method, and regarded the RFID tag as a ”"smart tag.”
Since current RFID tag logic gates number about 500-
5000, computing resources are limited, which makes
such schemes impractical. That is, traditional symmet-
rical or asymmetrical encryption [4-6] is not suitable
for tag’s operations.

1.2 Review of related works

Due to the previous method [15], Pedro et al. pro-
posed a cryptanalysis of a novel authentication protocol
conforming to EPCglobal C1G2 RFID standards. Pe-
dro et al. proved that Chien et al.’s scheme [12] suffered

from forged-tag and forged-server attacks, as did other
previous methods [9,12,18]; thus, the problem of deter-
mining how to design a conforming EPCglobal C1G2
RFID standard became an important research issue.
Moreover, some researchers [14,19] have adapted RFID
technology to ownership transfer applications, which is
of considerable interest. Our aim, therefore, was to de-
sign a provable secure and conforming EPCglobal GEN-
2 RFID ownership transfer protocol. The related works
are reviewed in the following section.

(1) Karthikeyan-Nesterenko’s scheme [18]:

We have illustrated a communication scenario using
Karthikeyan-Nesterenko’s scheme in Fig 1. The reader
coordinates a value K with the tag during the regis-
tration stage, and the tag and the reader store two
P*P square matrices, M7 and M. This scheme uses the
AND operation but, while it conforms to EPC Class 1
Generation 2 standards, it cannot prevent illegal tag
access [1]. If the attacker replaces the current Z with
a previous Z’ , the attacker can replay Y’ in the next
session to trick the tag into wrongly accepting the re-
quest and so access the tag. Furthermore, the value X
, which is stored in the tag, is fixed. Since there is no
random value involved in this scheme, it cannot avoid
location traces. This scheme also has a high database
loading requirement. In order to determine the correct ,
the reader must search K = KM ~! for all K and M, *
in the database.

(2) Duc et al.’s scheme [9]:

Duc et al. proposed a tag-to-backend database au-
thentication protocol. The security of Duc et al.’s proto-
col was based on key synchronization between tags and
the backend database. Fig. 2 illustrates a communica-
tion scenario based on the key synchronization scheme.

The last message of the protocol is comprised of an
End Session command, which is sent to both tag and
reader. Interception of one of these messages causes a
synchronization loss between the tag and the server,
which means the tag and the reader will no longer be
able to authenticate, which is an extremely serious sit-
uation. This protocol also presents backward secrecy
problems which compromise the EPC by allowing an
attacker to trace back all past communications.

(3) Chien and Chen’s scheme [12]

Chien and Chen’s proposed scheme is based on the
EPCglobal C1G2 standards, where PRNG and CRC
are supported on the passive tags. They assumed that
an attacker could monitor and modify the communica-
tions between the reader and the tags, but the com-
munication between the reader and the backend server
was secure. The passive tags were vulnerable, and the
contents of a tag could be derived by the attacker once
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Fig. 2 Scenario using Duc et al.’s scheme

it was compromised. Fig. 3 illustrates a communication
scenario utilizing a mutual authentication scheme.

Each tag shares with the reader some private infor-
mation: EPC, authentication key (K,) and access key
(P;). This information is used to build messages M;
and Ms in order to prove its authenticity. However, an
attacker is able to supplant a legitimate tag via Pedro
et al’s proof [15].

(4) Ownership transfer scheme [14]:

Another application is used in ownership transfer.
In Fig. 4, Osaka et al.’s ownership transfer scheme is
illustrated. Once the reader proposes a request (which
includes a random value r), and tags respond a (a =
H(E,(ID)®r), Ex()) , means encrypting message with
symmetric key k; means the hash function) to the reader,
the database verifies the hash message. Then, it gener-
ates new encrypted information e = E(ID)® E;(ID) ,
and responds by sending the ID information info(ID)
and e to the reader. Subsequently, the reader trans-
fers e to the tag, and then the tag updates E} (ID) by
E,(ID)=e® Ey(ID).

This scheme has several security problems. First,
it cannot prevent location tracing because the random
value r is fixed. Second, the tag sends messages without

authenticating the reader first. Third, the attacker can
modify the tag’s message, thus causing tag updates to
consist of erroneous encrypted I D. Additionally, the tag
requires a hash calculation, which does not conform to
EPCglobal Class 1 Generation 2 standards. Finally, the
entire database must be searched to compare the tag’s
response: a = H(E,(ID)®r); resulting in the database
loading being too high.

In this paper, we have designed an EPCglobal Class
1 Generation 2 standard-conforming RFID ownership
transfer protocol which can resist several types of at-
tacks. The rest of the paper is organized as follows: in
Section 2, the Preliminaries introduce the related cyclic
redundancy codes; the proposed protocol is presented
in Section 3; the results are analyzed and discussed in
Section 4; and finally, conclusions are given in Section
5.

2 Preliminaries
2.1 EPCglobal C1G2 standards

Below is an introduction to the notations used in our
scheme. In the EPCglobal C1G2 standards, the com-
puting resources of tags are limited. Tags can only op-
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Fig. 4 Scenario using Karthikeyan-Nesterenko’s scheme

erate CRC functions, exclusive-or operations, and gen-
erate random numbers; other complex operations (such
as hash functions, symmetric encryption and asymmet-
ric encryption) do not conform to the standards. Ac-
cording to the EPCglobal C1G2 standards, RFID tags
store two keys: the kill key (Kill_key; ) and the access
key (Access_key; ), the i means the index.

1. Kill key (Kill_key; ): used to verify the legitimacy
of the transmitted messages.

2. Access key (Access_key; ): used to write data to an
EPCglobal C1G2 RFID tag’s memory.

2.2 Cyclic Redundancy Check - CRC

The Cyclic Redundancy Check (CRC) is a checksum
algorithm used to detect data errors during transmis-
sion. The CRC checksum is computed as a remainder
of the division of the original data by the CRC polyno-
mial.

2.3 CRC properties

On the basis of the CRC lineal property, Pedro et
al. proposed the cryptanalysis of a novel authentication
protocol to show that Chien et al.’s scheme [12] had

faults. The following theorem is Pedro et al.’s basis for
cryptanalysis [15].

Theorem 1: Let F2[x] be the ring of polynomials over F2
(binary field). For any CRC (independent of its divider
polynomial) and for any values a, b, candd € F2[z], it
holds that

CRC(a|lb) ® CRC(c||d) = CRC(a ® c||b® d) (1)
Proof: From the definition in (1) above, one can write:
CRC(a||b) = (a- 2" ®b) - 2™ © dy(x) - p(x) (2)

CRC(c||d) = (c-2" & d) - 2" & da(x) - p() (3)

for certain polynomials and F2[x]. Substituting these
values in the left side of (1) we obtain the following:

(a-2"@b)-a" @0 (2)p(a) & (-2 Bd)-a" Gda(x)-p(x) (4)
Rearranging terms in this expression we get:
((a@c)-a"® (bed) - 2" (di(x) S da(z)) - p(z) (5)

That is, the corresponding expression for (analogous to
Eq. (3) and Eq. (4)).
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Corollary 1: In particular, if in Eq. (2) we have , then,

CRC(a||b) ® CRC(al|d)
=CRC((a®a)||(b® d))
= CRC(0||b & d)
=CRC(b® d) (6)

because 0-z™ 2 0-p(z) Corollary 2: In Eq. (2),if c=b
, then,

CRC(a||b) & CRC(b]|d)
= CRC(al|(b & b)||d)
= CRC(al[0]|d)

= CRC(a||d) (7)

Based on Pedro et al. proposed authentication protocol
property, we have proposed a secure RFID mutual au-
thentication scheme that conforms to EPCglobal C1G2
standards and improves security.

3 Proposed ownership transfer scheme
3.1 Environmental conditions

In our proposed protocol, we have assumed that the
RFID tags are used in high cost products (such as note-
books, mobile phones, PDAs, or any type of device with
the capability required). Our scheme has been divided
into three phases: (1) Initialization phase, (2) Purchase
phase, and (3) Ownership transfer phase. A brief sce-
nario is illustrated in Fig. 5.

Stepl:A product having an RFID tag is sent to a com-
mercial agent via various channels.

Step2:Consumer A wants to buy the product and to
verify it via mutual authentication.

Step3:Original Consumer A transfers ownership to new
Consumer B.

3.2 Notation

M,y Tequest message

N;: nonce

@:exclusive-or operation

PID,;:pseudonym identification code of the ith tag
RID;ith reader’s identity

S K;:session key shared by server and reader

Egg, use the session key SK; to encrypt message m
Dgp,:use the session key SK; to decrypt message m
EPC;:96-bit EPC (Electronic Product Code) of the ith
tag

CRC(x):Cyclic Redundancy Check (CRC) function
Kiill_key;:32-bit kill key of the ith tag
Access_key;:32-bit access key of the ith tag
PRNG:32-bit pseudo-random number generator

A 2 Bi:compare whether A is equal to B
||:concatenation operation

DAT A;:product information of the ith tag

S N:serial number of the product
OTi:ownership transfer message of the product
PW :ownership transfer message of the product
PW,ew:new consumer’s password

3.3 Initialization phase

The OEM (Original Equipment Manufacturer), the
commercial agent, and the authorized agent’s reader,
obtain the identification from the brand company via
online authentication to verify whether the identifica-
tion is correct according to the end server in advance.

Each tag and the authorized agent’s reader must
register with the brand company server. The backend
server issues the corresponding Electronic Product Code
(EPC; ), serial number (SN ), pseudonym identifica-
tion (PID; ), an initial kill key (Kill_key; ), and an
initial access key (Access_key; ) to a tag. The server
also issues the reader identification (RID; ) and the
session key (SK; ) to a reader.

3.4 Purchase phase

In this section, we describe how a consumer can
identify counterfeit products and buy genuine products
from commercial agents.

The tags and the servers perform the mutual au-
thentication procedures and verify whether each is le-
gal. The purchase scenario is illustrated in Fig. 6. The
pseudonym and key updating procedures are also exe-
cuted for each transaction.

Step 1: When the reader wants to access a tag, it gen-
erates N7 and computes

A =CRO(N;) (8)

Then, it sends request message M., and A to the tag.
Step 2: Upon receiving the request message, the tag
generates a nonce No and computes X, B and Cr as
follows:

X =N, @ Kill_key; (9)
B = CRC(A||X||SN) (10)
Cr = CRC(EPC;||B) (11)

Then, it responds ( Cr, Na, PID;) to the reader.

Step 3: After receiving the tag’s response, the reader
will involve A and its identity RID; into the transmis-
sion messages and forward ( Cr, No, PID;, A, RID;) to
the server.

Step 4: When the server receives the authentication re-
quest from the reader, the server checks whether PID;
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Brand Company

Commercial Agent

Consumer B

Consumer A

Fig. 5 Scenario for our scheme

and RID; , the tag’s pseudonym and reader’s identifica-
tion, existing in the database equal the received PID;
and RID; . If the above verification is correct, the server
uses A, Ny, SN and the kill key (Kill_key; ) to calculate
X'and B’, as follows:

X' = Ny @ Kill key; (12)
B’ = CRC(A||X||SN) (13)

Then, the server verifies whether Cp is correct, as fol-
lows:

Cr = CRC(EPC||B) (14)

If Eq.(14) does not hols, the server will terminate the
session. If the equality holds, the server computes Y,
C4, and Cg, as follows:

Y = Ny @ Kill key; (15)
C1 = Esk,(DATA;) (16)
Cs = CRC(EPC;||Y||Access_key;) ® Kill_key; (17)
If the equality holds, the server transmits the messages
(Cs,C4) to the reader.
Moreover, the server updates the pseudonym iden-
tification (PID;), kill key (Kill_key;), and access key

(Access_key;) simultaneously for the next session com-
munication as follows:

PID;, .. = PRNG(PID;) (18)
Kill_key;,.. = PRNG(Kill_key;) (19)
Access key;, .. = PRNG(Access_key;) (20)

Step 5: After receiving the transmission messages (Clg,
C4), the reader forwards Cs to the tag and obtains the
product information DAT A; as follows:

DATA; = Dsy, (Cy) (21)

Step 6: Upon receiving the message Cs of the reader,
the tag uses the CRC function to verify its correctness

as follows:

Cs =2 CRC(EPCGC;||Y||Access_key; ® Kill_key;  (22)

If Eq.(22) does not hold, then the protocol aborted.
The tag also updates the pseudonym identification code
(PID;), kill key (Kill_key;) and access key (Access_key;)
simultaneously, as with the server’s operations in Step
4.

PID;, .. = PRNG(PID;) (23)
Kill_key;, . = PRNG(Kill_key;) (24)
Access_key;, ., = PRNG(Access_key;) (25)

Step 7: Once the consumer decides to purchase the
product, the consumer must key in a password to the
reader, and then the authorized commercial agent for-
wards the hash value of password H(PW) to the brand
company’s server for registration via a secure channel.
Step 8: The server’ss database will be updated relative
to this record (PID;, RID;, Kill_key;, Access_key;, SK;,
DATA,;, SN, H(PW)) and these parameters sent to the
authorized commercial agent.

3.5 Ownership transfer phase

If Consumer A wants to resell and transfer ownership
of the product to Consumer B, he/she can go to the
authorized agent to demonstrate the legitimacy of the
product to B. If DAT A; is the same as the original,
Consumer B only need trust the authorized reader. Fig.
7 shows the flow chart of the ownership transfer phase.
Step 1:Consumer A (initial owner of the product) enters
PW (self-chosen) at the purchase time and generates a
hash value H(PW), Consumer B (new consumer of the
product) enters a new password PW,,.,, and generates
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Fig. 6 Scenario for our scheme

a hash value H(PW,.y,), and the reader uses its own
session key to generate the message OT as follows:

OT = Esx, (H(PW), H(PWpew) (26)

After that, the authorized reader will transmit the mes-
sage (OT, RID;, PID;) to the server.

Step 2: When the server receives the ownership transfer
request from the reader, the server use the session key
SK; to decrypt the message OT' as follows:

(H(PW),H(PWpew)) = Dsk, (OT) (27)

and then, check if the H(PW) of the PID; which is
in the database is equal to the received H(PW). The
server generates a new serial number SN’ and updates
relevant records: (PID;, RID;, Kill_key;, Access_key;,
SK;,DATA;,SN', H(PW )

The server uses the session key to generate message
(5 as follows:

Cy = Egk,(DAT A;, Kill _key;, Access_key;, SN') (28)
Then, the server calculates Y as follows:
Y = CRC(Access_key;||SN') ® Kill _key; (29)
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to write the SN"into tag
>

Fig. 7 Scenario for our scheme

The server transmits the messages (Y, Cs) to the reader.
Step 3: The reader uses the session key to verify the
correction of as follows:

(DAT A;, Kill _key;, Access_key;, SN') = Dgk,(C2)30)
Y = CRC(Access_key;||SN') & Kill_key; (31)

The verification is correct, the reader prints the trans-
action receipt (including DAT A;) for Consumer B, if
Eq.(31) does not hold, then the protocol aborted. The
reader uses the access key (Access_key;, SN ) to write
the serial number SN’ (i.e. SN = SN') into the tag.

4 Security Analysis and Discussion

In this section, we have analyzed the security of our
scheme and compared it with others.

4.1 Security Analysis

The proposed scheme also proved beneficial to RFID
product ownership transfer and could resist several at-
tacks, based on Pedro et al.’s [15] cryptanalysis.

4.1.1 Resist forged-tag attack

In order to accomplish this attack, an adversary only
needs to listen to iteration messages between the reader
and the legitimate tag. Each tag shares with the reader
some private information: EPC;, kill key (Kill_key; )
and access key (Access_key; ). This information is used
to build messages A and C7 in order to prove its au-
thenticity. However, a passive attacker eavesdropping
on messages will be able to supplant a legitimate tag.
The following iteration messages are transmitted and
can be intercepted by an attacker between the reader
and legitimate tag as described below:

(DR =T : My, A

(2) T—R: CT,N27PID1'

Once the attacker holds the information of M4, A, Cr,
Ny, andPID;, the attacker can build a message as fol-
lows:

Cr = CRC(EPC;||B) (32)
Although the attacker does not know the private infor-

mation stored in the tag (EPC;, Kill _key; and Access_key;),

the message C’- can be easily computed. The different
values of Cpand Cf. are calculated by the XOR oper-


Tidus
螢光標示

Tidus
螢光標示

Tidus
螢光標示

Tidus
螢光標示

Tidus
螢光標示

Tidus
螢光標示


A secure ownership transfer protocol using EPCglobal Gen-2 RFID 9

ation and, according to Corollary 1, the following ex-
pression can be derived to get:

Cr ® Cp = CRC(EPC;||B) ® CRC(EPC;||B’)
Message C/. is easily computed as follows:

7 =Cr®CRC(B® B")® CRC(N2 @ N3)
= CRC(EPCG;||B||N2) @

CRC((B@ B')||(N2 ® N3))
= CRC(EPG;||B'||N3) (34)
In our scheme, value B, which involved Cr , is not
transmitted between the reader and the tag. Therefore,

the attacker cannot calculate the next correct C7. value
from the intercepted messages.

(33)

4.1.2 Resist forged-server attack

Our scheme was able to resist forged-server attacks
as follows:

4.1.2.1 Purchase phase

The attacker can listen to iteration messages between
a legitimate tag and a server. However, an attacker is
able to supplant a legitimate server.
Stepl: R = T: Myeq, A
Step2: T — R: CT,NQ,PIDi
Step3: R — S: Cp, No, PID;, A, RID;
Step4: S — R: Cs, 4
Stepb: R — T: Cg If an attacker intercepts the trans-
mitted messages of Cr, Na, PID;, A, RID;, H(PW), and
between the server and reader, the attacker can sup-
plant the server without knowing all its private infor-
mation (EPC;, Kill_key; Access_key;, DAT A;) and the
attacker can build a message as follows:

Cs = CRC(EPC;||Y'||Access_key,) ® Kill_key, (35)

For the same reason, the server does not transmit
Y and the access key (Access_key; ) between the server
and the reader, so the attacker cannot calculate the
next correct communication parameter Cy from the in-
tercepted message.

4.1.2.2 Ownership transfer phase

When an attacker intercepts the iteration messages
between the server and the reader, he/she is able to
forge a legitimate server.
Stepl: S — R: Y,y

The attacker obtains the transmitted message be-
tween the server and reader. He/she is able to compute
the next correct message Y’ to spoof the reader.

Suppose Y and Y’ are legal messages. The different
values of Y and Y’ are calculated by the XOR opera-
tion, to obtain:

Yav

= (CRC(Access_key;||SN) & Kill _key;)

®(CRC (Access_key}||SN') ® Kill key})

= CRC(Access_key; ® Access_key})||(SN & SN'))

G Kill_key; & Kill key! (36)

Although, the message Y is easily computed as follows:
Y' = Y@(CRC(Access_key;®Access_key;)||(SN||SN'))
DOKill_key; ® Kill_key,

= CRC(Access_key;||SN) @ Kill_key;)®
CRC(Access_key; ® Access_key!)||(SN @& SN')

Kl _key;, ® Kill_key,

= (CRC(Access_keyi||SN") & Kill_key;) (37)

The server does not transmit the legal messages SN
and Access_key; , which are involved into Y , to the
reader; thus, the attacker cannot calculate the next cor-
rect communication parameter Y’ from the intercepted
messages.

4.1.8 User location privacy

Although the attacker cannot obtain the plain text
from the tag, the attacker can still trace the user’s lo-
cation when tags respond to readers’ queries with the
same identifier.

The success of this attack depends on preventing
tag-key updating. If the attacker intercepts the mes-
sages between the reader and the legitimate tag, he/she
will be able to track the user’s location for the following
reason:
1st communication:

Stepl: R — T: M,eq, A

Step2: T — R: Cp = CRC(EPC;||B), Ny, PID;

n*" communication :

Stepl: R = T: Meq, A

Step2: T— R: C% = CRC(EPC,||B’), Ny, PID;

Now, the attacker intercepts Crand C7. computes the
XOR of the messages:

Cr®Cr (38)
= CRC(EPG||B) ® CRC(EPC;||B')
= CRC(B® B) (39)

If messages Cr and C/. come from the same tag, the
attacker can verify the transmitted messages from the
same tag as follows:

Cr = CRC(EPC;||B)
Ch = CRC(EPC;||B')

Verify Chp = Cr (40)

In our scheme, the tag does not transmit B between
reader and tag and the pseudonym identification code of
the tag PID, is updated into a new one, PID; _ , after
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the transaction. Therefore, even though the attacker
intercepts messages Crand No of that tag’s response
to a legal reader; the attacker cannot trace the user’s
location.

4.1.4 Resist replay attack

Each tag shares with the reader some private infor-
mation: FPC;, Kill_key; and Access_key;. This infor-
mation is used to build messages and in order to prove
its authenticity.

If an attacker intercepts these messages(EPC;,
Kill_key; and Access_key;) between the tag and the
reader, the attacker can spoof the server by transmit-
ting previously obtained Cr and A to pass the authen-
tication. This scenario is described as follows:

The attacker intercepts the 1st communication mes-
sage:

Stepl: R = T: Myeq, A

Step2: T — R: Cp = CRC(EPC;||B), No, PID;

The legitimate nth communication:

Stepl: R — T: Mg, A

Step2: T— R: C}, = CRC(EPC;||B’), N5, PID;

The attacker replays previously obtained C'1 to pass
authentication, but it fails. The reason is described as
follows:

Cr = CRC(EPC;||B)
Ch = CRC(EPC;||B')
Cr # Cr (41)

Since B are N, updated for each transaction and pa-
rameter B is not transmitted in plaintext, the attacker
cannot spoof the server by transmitting the previous
obtained C7 and A to pass the authentication.

4.1.5 Forward secrecy

In this section, we show that an attacker cannot com-
promise a tag and obtain its resident data; the attacker
cannot obtain any secret tag information.

Suppose that an attacker listens to iteration mes-
sages (A, Na, Cr,Cs) between a legitimate reader and
a legitimate tag, and stores these values. Then, the tag
will suffer from forward secrecy. Due to the EPC; be-
ing obtained by the attacker, the attacker will be able
to obtain the secret keys (Kill_key; and Access_key;),
and to generate correct communication C/. . A detailed
scenario of this attack can be described as follows:
Stepl: R = T: Myeq, A
Step2: T — R: Cp, No, PID;

Step3: R — T: Cg
The attacker obtains the transmitted messages between
the server and reader and computes the XOR operation

of messages C's and C . So, message C is easily com-
puted.

However, in our scheme, the kill_key; and Access_key;
are updated for each transaction, and the parameters
Y, kill_key; and Access_key; are not transmitted in plain-
text. Thus, if an attacker intercepts the messages be-
tween server and tag, the attacker cannot access the
tag’s secret data.

4.1.6 Resist man-in-the-middle attack

The proposed scheme was able to resist man-in-the-
middle attacks. The reason is described as follows:

An attacker intercepts the communication messages
between the tag and the reader. For example, an at-
tacker pretends a legal role; when a reader wants to
query a tag, the attacker intercepts the message from
the reader and then transfers it to the tag as follows
Stepl: R = T: M,;q, A
Step2: T — R: CT,NQ,PIDZ'

Step3: R—S: OT, NQ, PID,', A, RID;
Stepd: S — R: Cg,C4
Step5: R — T: Cg

The tag and the server calculate Cg values by us-
ing EPC;,Y and keys(Kill_key; and Access_key;) as
follows:

Cs = CRC(EPCGC,;||Y||Access_key;) ® Kill_key; (42)

If an attacker can hold and modify the messages, mes-
sage Cy is easily computed as follows:

Cs = CRC(EPC||Y'||Access_key)) ® Kill _key, (43)

In our scheme, the correct kill key(Kill_key;) and ac-
cess key (Access_key;) are protected by related param-
eters and updated for each transaction. Thus, attack-
ers using a forged kill key (Kill_key;) and access key
(Access_key;) to pass the tag’s authentication will fail.
The reason is described as follows:
Cs = CRC(EPCGC;||Y||Access_key;) & Kill_key;
Cy = CRC(EPCGC;||Y'||Access_key;) ® Kill_key,
Cs # Cs (44)

The attacker cannot calculate the next correct commu-
nication parameter C'y from the intercepted message to
spoof the tag.

4.1.7 Ownership transfer

The proposed scheme can be applied to high-priced
products for ownership transfer. In Step 2 of the own-
ership transfer phase, Consumer A (old owner) enters
PW (chosen himself) at the purchase time and gen-
erates the hash valueH(PW) . Likewise, Consumer B
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(new owner) enters a new password PW,,.,, and gener-
ates the hash value H(PW,ey) . The reader uses the
session key to generate the OT as follows:

OT = Esi,(H(PW), H(PWye)) (45)

Afterward, the reader transmits the message (OT, RID;,
PID;) to the server. Upon receiving the message from
the reader, the server uses the session key SK; to en-
crypt message OT as follows:

(H(PW), H(PWpew)) = Dsr, (OT) (46)

Then, the server checks whether H(PW) of the PI Dy
in the database equals the received . The server regener-
ates SN’ and transfers the ownership to Owner B. The
authorized reader uses the access key (Access_key;) to
write the new serial number SN’ into the tag. Thus,
our scheme achieves an ownership transfer. We com-
pared the communication cost of the proposed scheme
with those of previous ownership transfer schemes dur-
ing the purchase phase, as shown in Table 1.

As shown in Table 2, the two relative transmis-
sion rates are 3.6 Mbps. Note that within the environ-
ment of 3.6 Mbps, the longest communication cost is
required by the Purchase phase, the total data trans-
mission time is only 0.029 (6Txor+6TprNc+ 6Tcrc+
1Tsyp +1Tsy g + 1TH /(3600*8)) mini-seconds. There-
fore, the transmission time of our proposed scheme is
much faster.

Since the EPCglobal C1G2 standards only support
exclusive-OR, random number generation, and CRC
operations for tag operations, previous schemes [13,14]
have used a symmetric cryptosystem or one-way hash
functions to implement their applications. These schemes
did not conform to the EPC C1G2 standards; thus,
they were not suitable for the current low-cost tags.
Seo et al.’s operation [19] was more lightweight than
our scheme. However, the reader and server operations
were complex and their scheme used proxies to per-
form complex computations (as in asymmetric cryp-
tosystems). Simultaneously, the proposed scheme was
able to resist various attacks and utilized mutual au-
thentication. None of the previous methods achieved
all requirements, but the proposed method was able to
do so. The security comparison is shown in Table 3.

Finally, we have compared our proposed scheme with
related schemes which used smart tag mechanisms, as
shown in Table 4.

5 Conclusions

At present, the cost of RFID tags remains high, de-
spite the fact that much of the literature asserts that

RFID tags should provide sufficient computational re-
sources. Since current tags are limited by logic gates,
such proposals are impractical.

Though many researchers have proposed schemes
for RFID systems, few have conformed to EPCglobal
C1G2 standards. However, the proposed scheme has

been shown to have a provable RFID mutual-authentication

scheme that conforms to EPCglobal C1G2 standards.
Our scheme was able to resist Pedro et al.’s attack and
enhance security. To sum up, our scheme was able to
achieve the following:

(1) Resist forged-tag attack

(2) Resist forged-server attack

(3) User location privacy

(4) Resist replay attack

(5) Forward secrecy

(6) Resist man-in-the-middle attack

(7) Ownership transfer

For all products, a user can distinguish originals and
fakes. Our scheme could be used in a lightweight RFID
system that conformed to EPCglobal Class 1 Genera-
tion 2 standards. In the future, online verification should
be integrated with the EPC network.
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