1091 BRI BB, E

GDB & PWNTOOLS INTRO --BY TA BXH

.
N
<
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
N
<
N
N
N
N
N



OUTLINE
What is pwn?
Flow
Useful Tools
GDB

PWNTOOLS




What is PWN

AEO) 7 B¥(X)

pwn € own

pwhn = binary exploitation

R binarye) 3B 3H), F ) 77 A RS+ &l| EL control $low
SEERIEE T B (ex get shell in CTE)
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Useful Tools
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Reverse Engineering (W I10) 5 12) : 1k R )
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Objdump

ClUVVJP&DﬁﬁT’S#HqDDP)QB ooE_S
$ objdump -M intel -d (R4
-M intel : B ZE 8 E B = )syntaxBintel,

default 2AT&T

Lok o SHRER




Objdump
F

> EX.

minyeon@MinYeon REAGEEVOESREIVAEIGEO objdump —M intel —-d demo

demo:

file format elf64-x86-64

Disassembly of section .init:

0000000004100 <_init>:
1401000:
ueleey:
14e10es8:
uel1ee-f:
14e1e12:
uelelid:
14el1e1l16:
4elola:

£3
ug
ug
ug
74
£
ug
c3

of
83
8b
85
02
de
83

le

ci

fa
08
e9 2 00 00

08

endbrél

sub rsp,0x8

mov rax,QWORD PTR [rip+0x2fe9]
test rax,rax

je 1401016 <_init+0x16>

call rax

add rsp,0x8

ret

# U03ff8 <__gmon_start__>




GDB -- installation

Origin GDB
$ sudo apt-get update

$ sudo apt-get install gdb

(EYEoE YA
gef / pwndbg / gdb—peda




GDB -- Basic Command

» run <argl> <arg?Z> ...

N
N
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N
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N
N
<
N
N
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N

r < file.txt : VEEENBSEEinput

gdb » r < test.txt
Starting program: /mnt/c/Users/vivia/Desktop/demo/demo < test.txt

who r u?
Hello 12345!

r <<< $(cmd) : VcmdHFHEREEinput

gdb * r <<< $(echo QQ)
Starting program: /mnt/c/Users/vivia/Desktop/demo/demo <<< $(echo QQ)
who r u?

Hello QQ!




GDB -- Basic Command

disas main : disassemble main function

break main :@ R E5E main function

break *0x4011fb : K& FEox¢o1fb

info breakpoint : EEEEFRAE&ES

delete 2 : MEX 2@ BT

disable/enable 2 : &ES/WBE2BE D

10



GDB -- Basic Command
-

» EX.
gdb * b main
Breakpoint 1 at OxUellcd
gdb » b *0xuU4011de
Breakpoint 2 at OxU©11de
gdbx i b
Num Type Disp Enb Address What
| breakpoint keep v 0x00000000004011cd <main>
2 breakpoint keep v 0x00000000004011d® <main+3>
gdbx d 2
gdb* dis 1
gdbx i b
Num Type Disp Enb Address What
| ~ breakpoint keep n Ox0000000000U4011cd <main>

11




GDB -- Basic Command

continue : BEH
ni :
/ N :step over, BB functionFEREE
ni: 2%
n: 2%

Ssi : in, i
/ S :stepin, B functionEREL

12



GDB -- Basic Command

X/10gx <address> : &&EaddressPFINE
b/h/w/g: WZEER1/2/4/8 bytes
X : YhexTER BB, 01 BB KB
1 MssEXBE
U : unsigned inteNFE BN B

S HURBEXOB

10 : 7faddressB@EEED B10o®
k 13



GDB -- Basic Command
4

» EXx.
gdb* x/gx 0x601020
0x601020: Ox0000000000U4005a6

gdb* x/3i $rip

=> OxU006e8 <main+i>: sub $0x10, %rsp
OxUPO6ec <main+8>:
mov 0x20096d(%rip) , %rax # Ox601060
Ox4006+3 <main+l5>: mov $0x0, %ecx

* Note: REEGTBPNE

14



'G{DB -- Basic Command

« * KEHE4S byte
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OIER™pk{char/short/long},H8ITNRZEL/2/8 bytes,
oI {int]}, KEvalueBintFE

Ex
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> set *<address>=<value> : $addressP &) B 5 pkvalue

gdb * set *OxUOUOOO=0xdeadbeef
gdb * x/gx OxUOUOEE

OxUOUO00: Ox00000000deadbeetf
gdb » set {int}OxuUeueeO=48

gdb » x/gx 0xU40U4OEO

OxU4oUee0: Ox0000000000000030

18
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'G{DB -- Basic Command

» attach <pid> : attach—® E E#H T3 8 process,

s MB root R

°$ echo @ > /proc/sys/kernel/yama/ptrace_scope

gdb » shell ps -ef | grep demo

minyeon 519 © 21:28 ttyl 00:00:00 ./demo
minyeon 564 562 0 21:28 tty2 00:00:00 zsh -c ps —-ef | grep demo
minyeon 566 564 0 21:28 tty2 00:00:00 grep demo

gdb » attach 555
y Attaching to process 555
*._| Reading symbols from

L L
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GDB -- Basic Command
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set follow-fork-mode <parent|child>

fork 2 78 (eg,system) B Y & debug parentid child process

117



GEF -- Installation
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N

GEF
$ wget -0 ~/.gdbinit-gef.py -g
https://github.com/hugsy/gef/raw/master/gef.py

$ echo source ~/.gdbinit-gef.py >> ~/.gdbinit

13



GEF -- Useful feature

checksec : &BbinaryE iR £ 1Q 5% 8 5|
vmmap : & B process mappingdf R
pattern create/search : DL &overflow offset
ropper : 49| Brop gadget

search-pattern : fEprocess memoryPIIFE S B

19
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GEF -- Useful feature

» checksec
- &BEbinarya ipEREEH|

gef * meow checksec

'+] checksec for '/mnt/c/UserE/u1u1a/Desktup/demu/demu
Canary S

NX |

PIE ) |

Fortify D |

RelRO | : Partial

20



GEF -- Useful feature
4

> vmmap

- &BprocessiymappingldfR

gef * meow vmmap

[ Legend: | | ]

Ox0PPOOPPPOO6PNNAL OxOPPOPEPPOO6R1000 OxOPPPOOPPOOOREOAO r—- /home/peanutd203/2020-pwn/helloctf/helloctf
0x0PPOOPPPOO6A1000 OxOPPOOEPPOO6R2000 PxOPPPOOPPOOOR100O rw— /home/peanutd203/2020-pwn/helloctf/helloctf
Ox00E07FFF+7bcboOe OxOEEO7FFFf+7dcboOp Ox0PPOOOEPOO1e7000 ——— /1ib/x86_6U-1linux—gnu/libc-2.27.s0
Ox00E07FFFf7dcboOe OxOEEO7FFFf+7dcfOO0 OxOPPOOPOEPOO1e7000 r—- /1lib/x86_6U-1linux—gnu/libc-2.27.s0
Ox00EO7FFFf7dcfo00 OxOPPO7FFFf+7dd1000 OxOPPOPOEPOA1ebdO® rw—- /1lib/x86_6U-1linux—gnu/libc-2.27.s0
Ox0000T7TFff7dd1000 Ox00007ffff7dd5000 OxOEEOEAOEAOEAOLAO rw-

Ox0000TFff7febodd Ox00007ffff7fedOPO OxOEOOPAOEAOEAOOAO rw-

Ox00007FFfFf7+f7000 OxOPO07FfFf7ffa000 OxO0PPOLEAOEEOREAO r-- [vvar]

Ox0OEOTFFFF7ffcO00 OxOPPOT7TFFFf7+fdOOe OxOPPOOEPPOOR27000 r—— /lib/x86_6U-1linux—gnu/ld-2.27.s0
Ox0OEOTFFFF7+fdOOe OxOEEOT7TFFF{7ffecbOP OxOPPOOOPPOOO28000 rw— /lib/x86_6U-1linux—gnu/ld-2.27.s0
Ox00007FFf7ffec00 OxOOOOTFFF+7Fff000 Ox0000000000000000 rw-

21



GEF -- Useful feature

» pattern create/search
° Soverflows) L/ NFREFH

gef * meow pattern create 30

'+] Generating a pattern of 30 bytes
aaaaaaaabaaaaaaacaaaaaaadaaaaa

[+] Saved as '$_gef0'

© DREEWIHEEret

gef * meow pattern search $rsp

9 [+] Searching '$rsp'

\\\ [+] Found at offset 18 (little—-endian search) likely
> K E R EBbytesjunk 22




GEF -- Useful feature

» Tropper
* OlL¥ROP gadget

gef * meow ropper —--search "pop r7i; ret"
Load gadgets from cache
loading... 100%
removing double gadgets... 100%
Searching for gadgets: pop r?i; ret

File: /mnt/c/Users/vivia/Desktop/demo/demo.static
pop rdi: ret:
pop rsi; ret:

23
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GEF -- Useful feature
4

» search-pattern <str/addr>
© DIKEFHKZ ROk

gef * meow search-pattern /bin/sh

'+] Searching '/bin/sh' in memory

[+] In '/usr/lib/x86_6U-1linux—gnu/libc-2.31.s0"'(

OxTFFFFf73d00O-0xTF+fF+787000), permission=r--
Ox7FF+f+7575aa - OxTFF+F+7575b1 = " "

24



Flow
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1. Reverse Engineering (W I0O) 5 12) : R I B Y

Ad
N
<
N
N
N
N
<
N
<
N
N
N
.
N
<
N
N
N
N
s
N
<
N
N
N
N
N
N
N
N
N
N
N

c BROEE3binary, MIEEABRIKBE

2. Exploitation (4& 45 X\ F)

* pwntools : python exploit library

https://github.com/Gallopsled/pwntools
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https://github.com/Gallopsled/pwntools

PWNTOOLS

from pwn import *

el R

& T

B3I Rl 3 O 4

r = remote('140.115.59.7', 11001)

r.interactive()

—~ R LI
il '_Il_

p = process

'./demo")

(
context.terminal = ["tmux"',

gdb.attach(p)

p.interactive()

26



PWNTOOLS

recv / send

.recv()
.recvline()
.recvlines(num)
.recvuntil(str)

'send' "’
.send(payload)
.sendline(payload)

21



PWNTOOLS

Payload construct :

T T T
{2}

" "nack & ana:i

I'__J'].zq' () "..|1|—-|j|1|_ cof
p64(@xdeadbeef
hEKLuﬁi_'xg;“

hex(ue4("’

'"'"payloadaivc@mfla 3
flat('a'"*5, JZ(wf1~ﬂdL

28



PWNTOOLS

Shellcode
LRI ERB, ox2asm(O) W OIALB 281

‘“ = "amde4"
= 'linux’
Cﬂﬂtex_.endimﬂ

asm( "mov rax,®o

asm( "mov eax, ex
asm(shellcraft.sh())
shellcraft.1386.mov( e

29




PWNTOOLS

ELF

= ¥ HF B FunctionDxlibrary function

""TELFT Y

= ELF(elf_file)
.got["'put']
pLt['puts']

lib.search('/bin/sh")

30



PWNTOOLS

ROP chain

thol X FAropperdkROPgadget#k

"ROP
rop = ROP(elf_file)
rop.chain()
rop.dump()
rop.read(®@, elf.bss(@x80))

rop.ra 1,.1,‘-.[: ' /bin/sh’




ROPgadget
F

» $§ ROPgadget --binary <binary>

> RDPgadgef —=binary helloctf --only 'pop|ret’
Gadgets information

0x00000000004007ec : pop rl2 ; pop rl3 ; pop rid ; pop rl5 ; ret
Ox00000000004007ee : pop rl3 ; pop rld ; pop rld5 ; ret
Ox0000000000UEA7f0 : pop rld ; pop rl5 ; ret

Ox0000000000UE0T7F2 : pop rl5 ;
Ox0000000000UEO7eb : pop rbp ; pop rl2 ; pop rl3 ; pop rild ; pop rl5 ; ret
0x0000000000U4007ef : pop rbp ; pop rid ; pop rl5 ; ret

Ox0000000000UEO6U8 : pop rbp ; ret

Ox0000000000UE07f3 : pop rdi ;

Ox0000000000U4OOT7F1l : pop rsi ; pop rl5 ; ret

Ox0000000000U4007ed : pop rsp ; pop rl3 ; pop rid ; pop rl5 ; ret
Ox000000000040057e : ret

Ox0000000000U400779 : ret ©

Unique gadgets found: 12

YA



THE END



