PWN basic



Exploit
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Exploit

e Flow
* reverse engineering
e find vulnerabillity
e control flow

e arbitrary code execution



Reverse Engineering

e Static analysis

e objdump

 IDA PRO

e Dynamic analysis

e gdb



GDB

e Basic command
e run (r)
e break *0x8048014 (b)
e info register (i r)
e X/wx address

o w BJHEY b/h/g 7 BI=ZHY 1/2/8 byte

o /BAIRHFRA—RY LA



GDB

e Basic command
° Nj
* S
e continue (c)

e set *address=value

e ;& address FAV{EER Y value —ZK5% 4 byte

o Ti% * #ARX {char/short/long} £ BIERE 1/2/8 byte



GDB

¢ Basic command

e attach pid

o AIBAECE ncat #E{T exploit A debug

o FEHrootiE[R



Peda-GDB

e Python exploit development assistance for gdb

e https://github.com/longld/peda



Peda-GDB

useful feature
e checksec
e vmmap

e elfsymbol
e readelf

e find



Pwntool

e python exploit library

e https://qgithub.com/Gallopsled/pwntools

e http://docs.pwntools.com/en/stable/


https://github.com/Gallopsled/pwntools

Pwntool

e r =remote(host, port)
e r.recv(), r.recvline(), r.recvuntil()
e r.send(), r.sendline()

e p = process(binary, env={})

* HERL




Pwntool

e |ib = ELF(elf_file)
e lib.symbols[‘symbol’]
e lib.search(str)

e p32(), p64(), u32(), uB4()



ROPGadget

e useful tool to find rop gadget

e https://qgithub.com/JonathanSalwan/ROPgadget

e ROPGadget --binary filename


https://github.com/JonathanSalwan/ROPgadget

